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Documentation Notice

Information in this document is subject to change without notice. The software described in this document
is furnished only under a separate license agreement and may only be used or copied according to the
terms of such agreement. It is against the law to copy the software except as specifically allowed in the
license agreement. This document or accompanying materials may contain certain information which is
confidential information of Hyland Software, Inc. and its affiliates, and which may be subject to the
confidentiality provisions agreed to by you.

Complying with all applicable copyright laws is the responsibility of the user. Without limiting the rights
under copyright law, no part of this document may be reproduced, stored in or introduced into a retrieval
system, or transmitted in any form or by any means (electronic, mechanical, photocopying, recording, or
otherwise), or for any purpose, without the express written permission of Hyland Software, Inc. or one of
its affiliates.

Hyland, HXP, OnBase, Alfresco, Nuxeo, and product names are registered and/or unregistered
trademarks of Hyland Software, Inc. and its affiliates in the United States and other countries. All other
trademarks, service marks, trade names and products of other companies are the property of their
respective owners.

© 2024 Hyland Software, Inc. and its affiliates.

The information in this document may contain technology as defined by the Export Administration
Regulations (EAR) and could be subject to the Export Control Laws of the U.S. Government including for
the EAR and trade and economic sanctions maintained by the Office of Foreign Assets Control as well as
the export controls laws of your entity’s local jurisdiction. Transfer of such technology by any means to a
foreign person, whether in the United States or abroad, could require export licensing or other approval
from the U.S. Government and the export authority of your entity’s jurisdiction. You are responsible for
ensuring that you have any required approvals prior to export.
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Secure Environment Recommendations

The following recommendations are intended to help secure the installation environment and apply to all
product installations. These recommendations should be followed as a minimum requirement for all
Hyland products. The policies of your organization may have additional or more robust requirements that
should also be followed.

Hyland products may have additional recommendations described in the specific documentation for that
product. In some cases, the recommendations may change or may only apply when using certain Hyland
products together in a solution.

e Use TLS for all HTTP traffic, including private network segments. TLS ciphers have to be maintained
to stay current over time.

e Use Secure FTP instead of standard FTP for all FTP traffic.

o End-to-end encryption is recommended for all data in transport, independent of a network segment.
Note that some regulatory compliance requirements may require end-to-end encryption.

¢ Change all default passwords before activation of the production system. This applies to Hyland
products as well as third-party products used by Hyland products (such as a database server).

e Authorization rules should be configured and tested before activation of the production system. This
applies to Hyland products as well as to file system folders and database user accounts.

o Use database encryption for all sensitive data persisted in the database.

o Use file system encryption for all sensitive data and content persisted on the file system.

e Enable encryption when available as part of a subsystem configuration. For example, since ODBC
provides the capability to use strong encryption for data, it is recommended to have that option
enabled.

Side-Channel Risks

Consider the following to mitigate side-channel risks:

o Ensure the latest application and operating system patches are applied.
e Ensure the latest firmware patches are applied for any hardware on-premises.

About Interact for Salesforce

Interact for Salesforce offers you a web-based solution by combining Perceptive Content capabilities with
the Salesforce portal. This solution enables you to manage documents within Salesforce through Interact
Viewer and perform many of the key tasks that you can perform in Perceptive Content, such as view,
capture, and download a document.

Interact for Salesforce supports the following two platforms.
o Enterprise
e Cloud



Perceptive Interact for Salesforce Technical Specifications

Technical specifications

Version

Specification

Description

3.8

Operating Systems

OS capable of running the compatible browser.

Compatible web browsers

The following browsers are supported:

» Google Chrome

» Mozilla Firefox

» Microsoft Internet Explorer, version11.x

* Apple Safari

Perceptive Content Integration
Server

The latest patch compatible with Perceptive Content

Perceptive Content Versions

Foundation 22.2, 24.1

Note All the functionalities of Interact for Salesforce 3.8.x are currently operational with Salesforce
Spring ’24. For more information, refer to the Installation and Setup Guide.
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